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Abstract

In this paper we pursuetowardsunderstandindpow to designandanalysecryp-
tographicprotocolsin a (large) network setting where all communicationis
solely basedon the publish/subscrib@aradigm.Thatis, we expecta stackand
network architecturewhereall messagepassingis basedon publish/subscribe
ratherthan send/receiveall the way down to the link layer Underthoseas
sumptionsijt lookslike thatthe majority of presentwork on cryptographigro-
tocol analysisappliesto anextendwith only minor modibcationsnostly on the
notationside,while the protocoldesignaspectswill needlarger modibcations.
Furthermorethe paradigmshift opensa numberof interestingoroblemsrequir
ing modibcationdo many of the traditionalintuitions guiding protocol design
and analysis.

1. Introduction

With the adventof seriousproposaldor moving from the preseninter-networkingof
computersto inter-networking of information as the primary communicationpara
digm [Jacobson][Scottt al], the publish/subscribenodel [Eugsteret al]'hasbeen
raised again as a potential primary communicationmethod, replacing the present
send/receive model.

In this paper we takethe brstbabystepstowardsunderstandindgnow to designand
analysecryptographicprotocolswhenthe underlyingnetworkis solely basedon the
public subscribeparadigm. Interestingly while manyof the intuitions andtraditional
waysof designingprotocolsappearto needchangesthe actualformalismsunderlying
the various analyse methods appear to be better equipped to encounter the new reality
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2. Towards a Pure Publish/Subscribe Paradigm

Considera network built solely up using the publish/subscribgaradigminsteadof
the commonlyusedsend/receivgparadigm.In sucha network,thereare no receiver
or sendemames Only messagehavenames. We expectthe messag@amespaceto
be very large and essentiallyrandom,makingit virtually impossibleto guessa mes
sagename.Wheneverreceiversor senderseedto be named,e.g.,in orderto be
ableto argueaboutauthenticatiorof principals,it mustbe understoodhatsuchnames
aregivenoutsideof the networkedsystem. This alsomeanghatthereis no primitive
thatwould allow a messagéo be sentto a given principal. The only thing a sender
cando is to publishthe messagand hopethat the intendedprincipal hassubscribed
or will subscribe to it.

As anexample,in a pure publish/subscribeystemthe routing and forwarding ta-
blescouldbe basedn thereachabilityof the subscribersThatis, at eachintermediate
nodetherewould be a forwardingtablethatindicatesthe physicalport or radio char
acteristicsof the next hop(s)for eachmessage.A publicationtag in the message
would be usedto Pndthe right entry in the table. For example whena messager-
rivesovera physicallink to aforwardingnetworknode the forwardingnodelooks up
the next physicallink(s) wherethe messagaeedsto be deliveredand re-sendshe
message over that (those) link(s).

Eachindividual messagecan be consideredas a primitive publication,having an
uniguename(anidentiber).For amessag¢o be meaningful,somenodemustpublish
it, andtheretheremustbe or more nodesthat haveindicatedor will indicatedtheir
interestto receiveit. Hence,whenAlice and Bob agreethatAlice will senda mes
sageto Bob, they musthavean a priori agreemenof the nameof the messagehat
Alice will send.

In reality, sucha simple modeldoesnot scale;it is unrealisticto assumethat all
subscriberawill explicitly subscribefor eachmessagehey want to receive.On the
otherhand,asa conceptuamodel,it hassomevery appealingpropertiesFirst, it re-
quires that each principal explicitly expressesvhat messageghey are interested
about,with the assumptiorthat the networkwill deliverthemonly messagematch
ing with their interests. Secondjt requiresoneto think morethoroughlysomeof the
underlyingassumptionsas one can no longer assumemessageso be deliveredby
simply sendingthem. Togetheytheseseemto map nicely to a numberof existing
protocol analyses tools.

2.1. Recursive composition

A key structureto enablepure publish/subscribarerecursivelycomposegublica
tions; without themthe systenmwould not scale. Basically a composedublicationis
one that consistsof a collection of more primitive publications,suchas messages.
For example,at the implementationievel the forwarding table entriesmight contain
suchpublicationidentibersansteadof identipersof singlemessagesherebyallowing
the routing and forwarding system to scale to more realistic dimensions [SSrelS et al].



Let us now considersomerecursivepublicationstructuresstartingfrom bletrans
fer. (We areignoringa numberof very interestingbut thornyissueselatedto reliabil-
ity for the moment,assumingthat messagelelivery is error free.) Typically, today®
networkingtechnologyplacesan upperlimit to the size of messagesequiringoneto
usemultiple messages$o senda Ple. Using the publish/subscribgaradigm,we can
accomplishthat by brst publishinga separat®Ometa@essageontainingthe names
of thosemessagethat form the segment®f the bPle. Hence,if a subscribemantsto
receivea ble,it canbrstsubscribao the metamessagegarntheidentibersof the ble
segmentssubscribeto eachof the segmentsand reconstructthe ble from the seg
ments.

In a similar manneywe canimaginea mediastream(e.g.a voice call) to consistof
a numberof tiny messageg¢segments)eachof which the receiverconceptuallysub
scribesto individually. However opposedo the previouscase the numberand con
tentof the messageis not knowna priori. Hence,it would makemoresensdo create
the segmentidentibersalgorithmically insteadof listing themin the metamessage.
Instead the publisherof the mediastreamcould publisha metamessageontaining
an algorithmthat allows the receiversto computethe subscriptionidentibersfor the
media segments that will appear in the stream at well debPned points in the future.

As a third example,let us considerscalability at the network level a little bit
deeperGiventhatin our modeleachmessagés (conceptually) separatgublication,
aglobalpublish/subscribeetworkwould havea hugenumberof publicationsHence,
it would be unrealisticto assumehat eachintermediatenodeseparateljhasa distinct
forwardingtableat the messaggranularity To solvethis problem,considemwrapping
the messagéevel publicationsinto separateoarseigranularitypublicationsthateach
correspondgo a subscribergroup. Thesegroup-granularitypublicationscan further
be clusteredinto evencoarsetlevel publications,creatinga partially redundanimul-
ticastforwardingtablel. Using this structure eachforwardingnodehasa fairly sim-
ple forwardingtable that containsonly the identibersand next-hopinformationfor a
relatively small number of these coargeain publications.

From a security protocolspoint of view, it is importantto understandhat such
composecdpublicationsconsistof multiple messagesseparatedy time. Hence, from
a protocolanalysispoint of view it is an openquestionwhenexactlythey shouldbe
consideredas simple composedconcatenatedinessagesyhen as separatestepsin
the protocolspecibcationApparently both caseswill appeare.g.,dependingon how
the message names are used or how they are bound together

2.2. Unifying forwarding and storage
Returningto the publish/subscribgaradigm,we can further enrich our total system

by addinga (persistent)cachingfunction to the publish/subscribenetwork and pro-
viding anAPI that unibes storage and forwarding.

1In practise, such recursive wrappings could be implemented with recursive,
MPLS-like lables.



Let usreturnto our previouspPle transferexample With caching,the networkcan
now cachethe blein additionto forwardingit to the presensubscribersSuchcaching
allows the networkto forward the ble to any future subscribergnore efbciently by
simply sendingthe packetsrom the closestcacheinsteadof re-requestinghemfrom
the original publisher If the cacheis persisten{enough),eventhe original publisher
cantakeadvantagef this, asit cannow discardthe original Ple andrequesit on de-
mand by subscribing to it.

2.3. Multicast and concast

While traditional two-party protocolscan be easily implementedevenin a publish/
subscribenetwork, publish/subscrib@s a paradigmmakesmulticastand concast(re-
versemulticast)naturalmodesof operation.In the multicastcase thereis one princi-
pal who publishesnew message®elongingto a known publication, which in turn
may be subscribedby severalreceiversConverselyin the concastcase thereis just
onesubscribeibut theremay be multiple principalsthataddmessageto the publica
tion. In that case,the network is expectedto merge multiple messagedeforethey
reach the subscriber [Calvert et al].

Fromthe cryptographigprotocolspoint of view, in both caseswve enterthe domain
of groupcommunicationFurthermorejn the latter case wherethe networkactsac
tively on the messagest may be necessaryo include parts of the networkto the
analysis, moving even further from the traditional Dolee Yntruder model.

2.4. Main differences from the present model

The main differencesof our publish/subscribenodel from the presentsend/receive
model can be summarised as follows:

¥ The messagesare not directedto any explicitly namedreceiver;the expectedre-
ceiver or receivers must be understood from the context.

¥ The primary mode of communicationis one-wayratherthan two-way Two-way
communication requires at least two explicit channels.

¥ The senders and receivers have no network-provided names.

¥ All data is conceptually identibable; each message has an (unique) identiber
¥ The basic message-passing primitive is based on multicast rather than unicast.
¥ Network nodes are able to and are expected to cache messages.

2 For brevity we ignore some the very interesting problems related to cache
consistency



3. An initial formal model

Basedon the ideasabove,let us outline an initial formal modelto presentpublish/
subscribecommunicationHereinwe focuson the exchangeof singlemessagedeav
ing issues related to message names and composition for later

Adopting notationfrom [Alice&Bob], we will useuppercaseletters A, B, C, ... to
denoteprincipals,V andl to denotenumbersand M !'to denoteanarbitrarymessage.
All of these symbols may be annotated with subscripts or superscripts.

Messagesrebuilt inductively from atomicmessage@dentibersandnumbersym:
bols) by pairing, encryption,inversion,and hashing ForM , M1, andM, messages,
we write the pairing (concatenationf A; andM., asMi;M,, the asymmetric
encryptionof My by M, as{| M1}, , the symmetricencrygion of My by M, as
{IM1[}%,, the asymmetricinversionof M by ' !, andthe applicationof a hash
functionH toM asH(M). As conventionahotationfor keys,we will write K 4 to
denotea public key of the principal A, with the correspondingrivatekeyK ; 1, and
we will write K 45 to denotea symmetrickey thatis sharedby the principalsA and
B.

Given the above, a protocol specibcationconsistsof a Pnite sequence of
message-publicatiosteps,eachof the form (pq) Ap —: (N1, ..., Nt).M, where(p,)
is a nameof the protocolstep,A,, is a distinct symbolreferringto the principal that
publishesthe messageM , andN4, ..., N; aredistinct numbersymbols(nonces). A
step indicates that the principal A, generatesfresh random numbers (nonces)
N1,...,N; and then publishesthe messageM . Note that this notation does not
indicatewho is or aretheintendedrecipient(s) This s to reflectthe differentnatureof
publish/subscribe as opposed to send/receive.

Moving forward from a specificationto the actionsof the principals,we candefine
three basic actions, roughly corresponding to those in [Alice&Bob]:

¥p(M) N publication of the messagd ,
¥r(M) N receiving the messaga/, and

¥ f(N) N generating the fresh numbé¥.

Theseactionsrel3ectthe fact that the underlyingnetworkis both publish/subscribe
in natureand may also be hostile.A publicationactiondoesnot namethe intended
recipients;in somecasesthe setof recipientsmay not evenbe known by the pub-
lisher The receivingactionsdo not namethe messags@ublishereither it may not
be known or the messagenay originatefrom someotherthanthe expectedorincipal.
For example one canassumehatthe networkis controlledby a Dolev-Yao intruder
[DolevYao] who cancomposesend,andinterceptmessageat will, but cannotbreak
cryptography

Using thesenotationswe cannow expresshe principals@ctionsequencessinga
directinterpretation(cf. [Alice&Bob]) by simply composingthe permissibleruns (or
traces) for the principals.

Example. Considerthe Otway-ReesAuthentication/Key-ExchangBrotocol (OR)
[Otway-Rees], adopting from Example 9 in [Alice&Bob]:



(or1)Al : (N1). I;A; B;{| N1; 15 A; B} o

(or2)B' i (N2). I; A;Bi{| N1i;I; A; BIY o i {l N2; I; A; Bly g,
(or3)S! : (K). L{INi; KR, :{I N2 K},

(ora)B! : LAl N1 K} R

With this, realisingthat B passessome messageverbatim, we can describethe
permissible actions by as follows:

r(;A;B;m).

f (N2).

P15 A By {IN2; 13 A B}, )
r(1572; {IN2 K [} )

p(l; 2)

where! 1 = {| Ni; I; A; Bl} g, and! 2 ={INy;K [}, represensubmessagehat
B cannot interpret due to not possessing thekkgy.

Of course this is essentiallythe sameasin the formalismsbasedon send/receiveas
the protocol nor the semanticshave changed However someof the intuitions may
havechangedFurthermoreaswe will note further down, the way protocolsare de-
signed may need more fundamental changes.

In the light of the early formalism and the exampleabove,the basicelementsof
traditional cryptographic protocol analysis appearto be essentiallythe samein
publish/subscribeand the more conventionalsend/receivevorlds. The only differ-
enceis thatthe sendemmay not know, at somelevel, the identity of the indentedre-
cipient. However as most Ostandard@yptographicprotocolsdo expectthat the
sendersimply must know some (cryptographic)identiberfor the recipient(cf. e.g.
[Syverson & Carversato], such an QinsightO does not lead as far

Hence,we haveto look at otherintendedpurposegbeyondsimple authentication)
thata cryptographigprotocolmay have.For example insteadof knowing the identity
of the communicatiorpeer it may be enoughto know thatthereis only onepeer(e.g.
a groupof fully synchronisedodes)that remainsthe samethroughoutsomesession.
More generallyit maybe necessaryo look attheintentionmorefrom the application
point of view, andtry to understandhe economicmechanismgontract,or otherpur-
pose which the protocol has been build for

Someof the propertiesfrom moretraditional protocolsstill apply, suchasgaining
ex postassurancef the identity of thosethat haveaccesdo a key (ex postidentity
management)naking surethat the holder of a particularkey is currently reachable
(freshness), etc. (cf. also e.g. [Syverson & Carvesato]).

Another aspectthat we havenfyet tappedto are messagedentibers. As we ex-
plainedabove,in a purepublish/subscrib@etworkall messagearesupposedo have
adistinctname.If thesenamesare cryptographicallymeaningful they per secreatea
set of implicit protocols, needing analysis.



4. Towards a Problem Statement

Giventhe pub/subcommunicatiormodelandits constraintswe tentativelycanmake
the following observations.

¥ While thetraditionalAlice & Bob like protocolswith the Dolev-Yaointrudermodel
still pertain,theyform only a smallsubsebf theinterestingproblems Furthermore,
the existing modelsmay needto be extendedand enrichedby the facts that all
communicationin the pub/subnetwork is naturally multicast and that two-way
communication requires explicit establishment of a return channel.

¥ Moving focus from authenticatingprincipalsto varioussecurity propertiesrelated
to the data itself may require completely new methods.

¥ A numberof interestingproblemsare apparentlyrelatedto the group communica
tion aspects of publish/subscribe.

¥ Anothersetof openproblemscanbe found from within the infrastructure Appar
ently, a numberof new publish/subscribéasedprotocolsare needed. Openprob-
lemsin designingsuchprotocolsincluderesourcecontrol, suchasissueselatedto
fairness, compensation, and authorisation.

Giventhis all, it becomesecessaryo reconsidemwhat we meanwith authentication
goals and assumptionsAs the network providesno namesfor the active entities
(nodes) the nextgeneratiorapplicationsarelikely to be moreinterestedn the ability
to receivecorrectandproperly protectednformationratherthancommunicatingwith
predetermined nodes.

The threatsandsecuritygoalscanbe divided, in a perhapsmore standardashion,
as follows:

¥ Secrecy of security-related entity identities and identity protection.

¥ Secrecyof keysand otherrelatedinformation, typically neededor conbdentiality
and data integrity of the transmitted information.

¥ Denial of service.
¥ Threats to fairness, including mechanisms such as compensation and authorisation.

¥ Authenticity of the information,including its integrity andtrustworthinessreputa
tion of the origin, and evidence of past behayidavailable.

¥ Privacy and integrity of subscriptions to information.
¥ Privacy and integrity of the forwarding state (as a result of subscriptions).

At the mechanisnievel, theremustbein placemechanisms$o enablecommunication
throughpotentiallymaliciousnetworksandnodesaswell asto establishmutualtrust
betweendifferent administrativedomains.This may require new kinds of crypto
graphic protocolsthat draw insight from micro-economicse.g. algorithmic mecha
nism design,and have explicit structuresfor handling compensationauthorisation,
and reputationinsteadof relying solely on more traditional and lower-level identity
authentication and key distribution.



5. Design and modelling of cryptographic protocols

The majority of work in the areaof cryptographigprotocoldesignand modellinghas
beenbasedon the two-party communicationmodel, with a Dolev-Yao [Dolev Yao]
intruder As discussedabove, such a model appearsinsufbcientfor pure publish/
subscribenetworks,wherethe network providesno identity (otherthan the implicit
identity providedby the location-relatedorwarding information) for the active par
ties. Furthermorethe setof interestingsecurity problemsgoesbeyondthe standard
end-to-encexamplessuchasauthenticationkey distribution,andsecureble transfer;
in additionto those,we needto considergroup communicationdenial of service,
securitygoalsrelateddirectly to dataor databas#¢ransactionsandthe overall security
of the network infrastructure itself.

In this section,we briel3ylook at existingwork, trying to Pgureout possibleways
to enhance them to cover some of the new challenges.

5.1. Adversary model

The standardattackermodelin cryptographicprotocol designand analysisis that of

Dolev and Yao [Dolev-Yao], often enrichedwith the correspondencassertionshy
Woo andLam [Woo-Lam]. The Dolev-Yao modelassume$wo honestpartiesthatare
able to exchangemessageshrough a powerful adversarythat is able to intercept,
eavesdropandinject arbitrarymessagesGiventhatin our modelprimary communi

cationis expectedo be oneway datatransferratherthantwo way transactionsre-

quirestwo distinct channeldor two way communicationandthatin a morerealistic
modelthe attackersaretypically ableto compromiseonly partof theinfrastructurga
byzantinemodel)insteadof havingcompletecontroloverit, aricherattackemodelis
needed.

Given the primarily multicastnatureof the publish/subscribgaradigm,somein-
sightsmay be attainablefrom the work on group protocols[Referenceseeded].lt
may eventurn out thatdiscreteattackemmodelsare not sufbcient put thatinsteadone
hasto turn attentionto probabilisticor micro-economicmodels,suchas MeadowsO
modelfor analysingresource-exhaustingenial of service[Meadows]or Buttytnand
Hubaux micro-economics Ravoured models [Buttyan Hubaux].

5.2. Modelling logic and beliefs

To our knowledge the vastmajority if notall the work on logic-basednodellingand
veripcationof cryptographicprotocolsis inspiredby the Alice & Bob two-party set
ting (seee.g.[Caleiroet al, Syversoret al]), sometimesnrichedwith a Server Con
sideringthe publish/subscrib@aradigm this doesnot appearery useful. In the case
of a single publication (channel),the publisherbasically knows nothing, or, rather
doesnot gain any new knowledgewhen publishing. The subscriberspn the other
hand,may learn new knowledgefrom the messageontents However someproper



ties, like freshnessappearmpossibleto implementwithout eithertwo-way commu
nication or additional, external data (such as roughly-synchronised clocks).

Digging slightly deeperit becomesvidentthatalsoin the publish/subscribavorld
therewill necessarilybe two-party or multi-party protocols. Using our basicmodel,
theinitial messagewill containinformationthatallows the receiversto subscribeo
somemessagesexpectedo be publishedin the future, or publishmessage a way
wherethey can expectthereto be a subscriber Hence,alreadyherewe havesome
basic beliefs:

Alice believesthat thereis a party (OBobOjhat is subscribedto a message
named)/ and will do some well-specibed actidhonce it receives a valid .

As this belief expressesxpectationsboutthe allowedfuture statesof the system,an
openquestionis whetheraddingtemporalmodalitiessomeof the existingmodal-logic
based approaches would be sufbcient.

5.3. Spi calculus

Processalgebras,such as Spi calculus[Abadi & Gordon], and especiallyPattern-
matchingSpi-calculugHaack& Jefrey] seemto be readily capableof modellingour
basic model, including multicast communicationand explicitty named messages.
However in orderto derive usefulandinterestingresults,one may wantto consider
variousricher descriptionfor the net. Thatis, insteadof assuminga Dolev-Yao type
all-capablentruder onemaywantto modelanintruderthatis capableo subscribeo
(eavesdropany messageand messageasequence§publications)thatit knowsabout,

but haslimited capabilitiesof eavesdroppingnessagesvhose namesthey do not
know or publishing messages on message sequences that they do not know about.

5.4. Strand spaces

Like Spi calculus,strandspaceqThayer et al] appearcapablefor basicmodelling.
For example multicastis naturallymodelled requiringno extensions.However asin
the caseof Spi calculus,anopenquestionis how to modelthe networkandthe pene
tratorin orderto deriveinterestingresults. Oneapproachmight be to continueusing
the basicpenetratomodel,but add new strandsthat modelthe publish/subscrib@a
ture of the network in between.

5.5. Information-theoretic models
At thetime of this writing, it is an completelyopenproblemhow the moreinforma

tion theoreticmodels,suchasthe oneunderlyingHuima®tools [Huima] or develop
ments thereof (e.g. [Millen & Shamatikov]), could be applied to publish/subscribe.



6. Discussion

The publish/subscrib@aradigmbeing completelydifferentfrom the prevailingsend/
receiveparadigm,with the startingpoint of naminginformationinsteadof principals
of actors,we expectthat much of our intuition on how to efpcientlybuild security
protocolswill fail. As a referencepoint, considerthe intuitions behind circuit-
orientedand packet-orientedcommunicationand the affect of thoseintuitions to the
dePnitionof authenticationas discussedyy Dieter Gollman [Gollman]. Basically
therearesubtletiesn how, exactly to dePneOauthentication@pendingon the intui-
tive model of the network betweenAlice and Bob, i.e., whetherthe networkis ex-
pectedto be a circuit with Mallory sitting therein betweenor the network delivers
packetsthat may (sometimeshe interceptedby Mallory. Thatexemplibeghe prob
lem we havewith our intuitions; we expectthe difbcultiesto be much larger when
moving from send/receiveo publish/subscribe.That is, the problemappeardo go
deepemvhenthe entities(principals)areno longerthe primary objectsof communica
tion. Most intuitions basedon thinking aboutthe principalsin termsof humansdfail.
In additionto the necessityof focusingmore on other securitygoalsbut authentica
tion, eventhevery conceptof principalidentity may needto be reconsideredperhaps
leading to a new debnitions for authentication.

A large opensecurityproblemin the proposedarchitectureappeargo be the com
position of more complexpublicationsfrom simple ones.This compositionprocess
needso be both secureandefbcient,andmay requiremultiple differentmethodsde
pendingon the natureof the more complexpublication.For example,for link-local
administrativestreamsor sensoitype even streamsa protocol resemblingTESLA
might be a suitableone.For widerr-rangecommunicatiorand higherdataratespublic
key cryptographycombinedwith moretraditionalsessiorkeysmaybe moreefbcient.
Consequentlythe structureof the messagend other dataidentibersclearly plays a
crucial securityrole. An ability to useself-certifyingidentibPerssuchasonesbasedn
hashing,hashchains,or hashesf public keys, may enablesecurebootstrappingof
the systemwithout too manyassumptiongboutexternalinfrastructure One potential
approach here might be to tag message is explicitly with a public key [JSrvinen et al].

Finally, the separatiorbetweerthe applicationsand networksneedgo be claribed,
alongwith the technologychallengeghat are new; suchas privacy of subscriptions.
The resulting network properties can then lead to a deeper the technology review
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